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In none of the secret writing thus farexplored has there beery any sustained cryptanalysis. Occasional,

isolated instances occurred, as that of the four Irishmen, or Daniel, ar any Bgyptians who may have
puzzied out some of the hieroglyphic tomb inscriptions. But of any science of cryptanalysis, there was
nothing Only cryptography existed_ And therefore cryptology;, which. fnvolves both eryptography and:
cryptanalysis, had not yet come into being s0 far as all these cultures~including the Western — were
concermed..

Cryptology was bom amang the Arabs. They were the first ta discover and. write down the methads
of cryptanalysis. The peoplethat expladed out of Arabia im the 600s and flamed over vast areas of the

known. world swiftly engendered one of the highest civilizations that history had yet seen. Science
flowered. Arab medicine and mathematics became the best in thewotld - fromi the [atter, in fact, cames
the word “cipher”. Practical arts flourished, Administrative techniques developed. The exuberant
creativeenergies of such a culture, excluded by its religion from paintivg or sculpture, and inspired byit
to an explication of the Haly Koran, poured into literary pursuits. Story-telling, exemplified by

Scheherazade's Thousand and One Nights, word-riddles, rebuses, puns, anagrams,and similar games

abounded; grammar became a major study. And included was secret writing.
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— The code breakers, David kahn, New York, 1976.

— The Encyclopaedia of Islam, volume [11, London 1969,

— The Encyclopedia of Philosophy, Paul Edwards, volume 4, U.S.A.

— Histoire de la Philosophe, volume 1.

1972

— The New Encyclopedia Britanica. Volume 6, U.S.A.
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Alternate horizontal Y14
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horizontal VY.
Chiffres Arabes 1A
Cipher (C)\~‘\c‘\AL(C)iV
Cipheralphabet Yy
Cipher alphabet of deviced shapes or

symbols ‘e
Cipher devices VY
Cipher disk VY.
Cipher method 4
Ciphertext 1
Clear text 4
Code YA
Codecipher Vayv
Composite cipher Y4
Composite encipherment Vi1
Computational linguistics VXA
Conceptually related ‘Yo
Consonants VY4

Contact count AYY e VYT oYA

Cryptogram 1
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Decipher
Descending alternate horizontal

Descending reversed alternate

Digram

Digraph

Digraphic cipher
Digraphic mono graphic cipher
Encipher

Frequency count
Grammar

Grille systems
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No-word-spacer Yy
Nulls YYY eVMYo ety Yy
Phonetics VY Q
Plaintext Y1
Polyalphabetic VYA LYY
Polyaiphabetic cipher Vayv
Poly-word Ve
Poly-word homophones Ve
Probable word YA
Prosody 1
Qualitative VYo
Quantitative Ve
Reversed horizontal Y14
Semantics 1
Short vowels Y4
Simple encipherment Y¥leY e

Simple substitution
Simple transposition
Space

Statistical liguistics
Steganography
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Symbols

Syntax

System theory
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b) Alilbn -Adlan was the first scientist to:

1 — Write a book in the form of a manual for cryptanalysis.

2 — Publish a detailed description of how to solve a monoalpha-
betic cipher with no space or word divisions four centuries
before G.B. Porta.

3 — Use word length and letter frequencies in the first and last
positions of words for cryptanalysis.

4 — Use the bigrams of repetitive letters.

5 — Write the first practical examples on cryptanalysis.

¢) Ibn Al- Dunaynir was the first writer to:

1 — Use numbers in substitution cipher and employ several num-
bers for the same letter.

d) Ibn A}- Duraihim was the first to:

| — Analyse the various capabilities of substitution cipher, and to
present what is called Vigenere table two centuries before
Vigenere.

2 — Introduce the concept of the grille cipher two centuries before
G. Cardano.

We conclude by observing that our research provides firm evi-
dence that «cryptology was born among the Arabs» as quoted in the,
book The Code Breakers (P. 93) written by the renowned historian of
cryptology, David Khan. Our research further establishes that while
Alberti may be the father of cryptology in the West and J. Trithe-
mius in Germany, Al-Kindi is indeed the true historical father of
cryptology as a whole.
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were ciphered) from all previous cultures and languages into
Arabic.

2 — The advances in mathematics such as algebra and arithmetic.

3 — The establishment of major Arab school of grammarians, phi-
lologists, phoneticians, etc. and the discovery of advanced lin-
guistic phenomena.

4 — The advances made in the sciences of composition, writing,
administration, correspondence etc.

5 — The growing importance and proliferation of reading and wri-
ting in Islamic civilization.

We analysed in this study each of these factors in som detail. We
also edited these manuscripts, analysed them and effected a compa-
rative study between them. We further compared this legacy with
subsequent related developments in the Western World and came to
important conclusions on the history of cryptology which change
important aspects of this history. We summarize in what follows
some of these conclusions.

a) Al-Kindi was the first scientist to:

| — Write the first manuscript on cryptology in the 8th century
A.D. i.e. seven centuries before L.B. Alberti.

2 — Classily cipher systems into different categories and distin-
guish between transposition and substitution seven centuries
before G.B. Porta.

3 — Introduce the concept of the composite encipherment incor-
porating of two or several simple methods.

4 — Discover and expound the use of the frequency of occur-
renced of letters in cryptanalysis and verify that vowels have
the highest frequency in all languages.

5 — Use the frequency of bigrams or contact count in crypta-
nalysis.

6 — Introduce the use of the principle of «the probable word»

seven centuries before G.B. Porta.
7 — Calculate the frequency of occurrence of each letter in an
Arabic text and classify the Arabic alphabet according to

decending frequency of occurrence.
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Abstract

Cryptography and cryptanalysis are sciences founded by the
Arabs. Arab scientists analysed and documented the principles and
methods of cryptography. They invented cryptanalysis and developed
its methods and composed manuals for practical use of this science.

These facts have been established and emphasized by our disco-
very of several manuscripts that have been considered until now
among the lost works of cryptology. Some of the manuscripts we
found are the following:

| — «Risalah (i istixraj al-mu amma» written by the well known
Al-Kindi born around 185H or 801 A.D.

2 —— «Al-mu allaf lil-malik al-asraf fi hal al-mutarjam»written by Ali
Ibn -Adlan al-Nahawi born in 583H or 1187 A.D.

3 — «Makasid al-fusul al-mutarjamah an hal al-tarjamah» written
by Ibn al-Dunaynir al-Laxmi born 583H or 1187 A.D.

4 — «Miftah al-kunuz fi idah al-marmuz» whose author isAli-lbn-
Al-Duraihim born in 712H or 1312 A.D.

Our research into the factors that fed to the early advances and
maturity of Arabic cryptology indicates that they relate to the follo-
wing:

I — The intense activities in the translation of books (some of which

LYY
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Arab Academy of Damascus publications
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Cryptography and Cryptanalysis
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